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The increase of vulnerabilities in VWindows

Data reveals that the dip in the nurmber of wulnerabilities
recorded inVWindows 7 and Windows XP in 2012 (50 and
49) has been reversed, with the number nsing back up to
102 and 99 vulnerabilities respectively in 2013, almost on par
with 201 | figures.




Vendor

Microsoft
Microsoft
Microsoft
Microsaoft

Microsoft

Product
Windows Server 2003

Windows Server 2008

Windows Server 2012

Windows Vista

Windows Xp

- References For CVE-2014-0317

Vendar

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsaoft

Microsoft

Product
Windows 7
Windows 8
Windows 8.1
Windows Server 2003

Windows Server 2008

Windows Server 2012

Windows Vista

Windows Xp

- References For CVE-2014-0301

Vendaor

Microsoft
Microsoft
Microsoft
Microsoft
Microsaoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

Product
Windows 7
Windows 8
Windows 8.1
Windows Rt
Windows RES.1

Windows Server 2003

Windows Server 2008

Windows Server 2012

Windows Vista

Windows Xp

— References For CVE-2014-0323
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mAZ LT EES CAWINDOWS systerm 32 confighsoftware

8 TR CAWINDOWS systerm32Y confighsoftware,LOG
Ty CAWINDOWS systerm32Y confighSysEvent. Evt

CWINDOWS systerm32Y configysystem
|:'HWINDDWSHsyStemSEREDnﬁgksyStem LOG

Microsoft Windows 2000 Service Pack 4

Windows XP Service Pack 2

Windows XP Service Pack 3

Windows XP Professional x64 Edition
Windows XP Professicnal x84 Edition Service Pack 2

Windows Server 2003 Service Pack 1

Windows Server 2003 Service Pack 2
Windows Server 2003 %64 Edition

Windows Server 2003 x64 Edition Service Pack 2

(>

Windows Server 2003 SP1 { BFET ftanium Y3545
Windows Server 2003 5P2 { HFETF kanium B1EH)
Windows Vista 30 Windows Vista Service Pack 1

Windows Vista x4 Editicn H] Windows Vista x64 Edition Service Pack
1
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IDA View-h | |

ﬁ Matched Functions m

ﬁ Unmatched Functions D | ﬁ Identical Functions D |

for ( j = (int){uls - 1); =( WORD =)j *= 92 && | *= al; j -

u2 = al;
uhy =
H
goto LABEL_6;
H
if { v7 t= 92 )
break;
if ( v3 )
{
ull = u3;
H
else
{
vh = {int)(vs + 2);
ullh = uh;
H
_wescpy{vil, {(const wchar_t =)ud);
u? = al;
ABEL_7:
ul = =5 ;
if { t=us )
return 1;
gub SBEER3CE: &5

Enaine | Function 1
4 sub SBB6A3CE
0 MetpManagelPCConnect(xx,x,x)
0 CanonicalizePathMName(x,x,x,x,x)
4 MetplsRemote(x,x,x,x)
0 I_MetServerSetServiceBits(x,x,x,x)
FETUFNn W3
_wescpy(ul, us + 2);
if ¢ tug )
return 1;
vis = uh;
yS = uh;

a
(wchar_t *y{=({ WORD =)j == 92 7 j - @);

2)

| Function 2
sub SBB6AZT?2
MetpManagelPCConnect(x,x,x,x)
CanonicalizePathMame(x,x,x,x,x)
MetplsRermote(x,x,xx,x)
I_MetServerSetServiceBits(x,x,x,x)

StringCchCopyW{vé, {signed int){{char =)u15 - {char =)}us) >> 1, (STRSAFE_LPCWSTR}j + 2);

if { tuvis )
return 1;
vig = vb;
j = vb;
if ( v2 == vh )
return 8;
for ( k = {int){vié - 1); *={_WORD =)k t= 92 && (const wchar_t =)k ¥= v2; k -= 2 )

v = {wchar_t =){*{_WORD =)}k == 92 % k : 8);
K
goto LABEL_12;

¥
if { vh =92 )
{
if ( tua )
{
if { via )
j = vi6;
*={_ WORD =)}j = B;
return 1;

K
goto LABEL_12;

¥
vi3d = vib;
if ¢ tvida )
{
v3d = {int){{char =}j + 4);
v13 = (uchar_t *)j;
¥
if § vi13 »= vis )
return 8;
StringCchCopyW{v13, (signed int){{char =)}u15 - {char =)u13) >> 1, (STRSAFE_LPCUSTR)v3);
BEL_49:

jub SBE6GR2T2:74
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R 7R, FEM T imteREl , selAESEI BT
EERIEBIRR RS FEEERE.

| I]ll'k Viewh | | | Pseudncnde—AD | “Matched Functions [ | ﬁUm&tl:hEd Functions | | | l“Iu:lentiu:al Fune-

Enaine Function 1 Function 2

] MNetpDoGetMarme(xx, =, x5, 55,5, 5,4, %, 5, X) MNetpDoGetMNarme (a0, =, 5,55, 5, %X, X)
0 MNetDfsaddFtRoot(xx,x,x,x) MNetDfsAddFtRoot(xx,x,x,x)

4 sub SB36ASIE sub SB86A2TZ2

0 MetDfsRemoveFtRoot(xxxx) MNetDfsRemoveFtRoot(xx,xx)

0 MNetDfsRemoveFtRootForced (xx,x,%, %) MetDfsRemoveFtRootForced(xx x,%,x)

0 CredpValidateUserMame(x,x,x) CredpValidateUserMName(x,x,x)

0 ReadDS0bjSecDesc(xxx,x,x) ReadDS0bjSecDesc(xxx,x,x)

0 DfsGetOb)Security(x,xx) CHsGetObSecurity(xxx)

return @83
_woescpy{ui, uSh o+ 2y 3
if o TuE 3

return 13

uvl1S = wnly g
uS = g
For  j = (intldful — A); 22{ WORD =x)j *= 92 & j *= alz § —= 2 2
uZ = al;
wly = wchar_t =){+{_ WORD =})j == 92 7 j = @x:
>
goto LABEL_ 63

if o wF T= 92 3

wi = {Aint){uvs = 233

vl = wh g
>
_woscpu{wvia, [(const wochar_ T =)udadsz
o2 = al;

sulb SBESE6ASIEzT1
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e DEP (13 #1417 £, Data Execution Prevention) # K

MicrosoftWindowsXPServicePack?2 (SP2) JF 465 | #
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Applocker Kernel DEP
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Windows Store
Office
InPrivate browsing

IE -| Do Not Track

| Windows SmartScreen
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IEB{FR
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OSZz et |-
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Windows XP

« Logon (Ctrl+Alt+Del)

+ Access Control

» User Profiles

« Security Policy

« Encrypting File System (File
Based)

+ Smartcard and PKI Support

» Windows Update

=

wny BX | Q5L E—X

Windows XP SP2

» Address Space Layout Rando-
mization (ASLR)

« Data Execution Prevention
(DEP)

« Security Development Lifecycle
(SDL)

+ Auto Update on by Default

« Firewall on by Default

» Windows Security Center

* WPA Support

Windows Vista
« Bitlocker

« Patchguard

* Improved ASLR and DEP

« Full SDL

* User Account Control

« Internet Explorer Smart
Screen Filter

« Digital Right Management

« Firewall improvements

» Signed Device Driver Requi-
rements

« TPM Support

» Windows Integrity Levels

« Secure "by default” confi-
guration (Windows features
and IE)

Windows 7

« Improved ASLR and DEP

« Full SDL

+ Improved IPSec stack

» Managed Service Accounts

« Improved User Account
Control

« Enhanced Auditing

« Internet Explorer Smart Screen
Filter

« AppLocker

* BitLocker to Go

* Windows Biometric Service

» Windows Action Center

» Windows Defender

Windows 8

» UEFI (Secure Boot)

« Firmware Based TPM

» Trusted Boot (w/ELAM)

» Measured Boot and Remote
Attestation Support

» Significant Improvements to
ASLR and DEP

» AppContainer

* Windows Store

» Internet Explorer 10 (Plugin-less
and Enhanced Protected Modes)

« Application Reputation moved
into Core OS

» BitLocker: Encrypted Hard Drive
and Used Disk Space Only En-
cryption Support

» Virtual Smartcard

» Picture Password, PIN

« Dynamic Access Control

» Built-in Anti-Virus
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o {EXRSDL( Security Development Lifecycle)iittg , &—
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SDL Process Improvement Timeline

Bill Gates TwC Memo Microsoft SLT SOL Directive First public SOL release First public tools refease
NEY CLR Security Push SOL 32 Windows XPSP3  SDLSO
- -
Windows Server 2003 '
Securzy Puih Windows XP §P2 SOL 3.0 . SDL 4.0
. oL 21 1 SOL 31 1 SOL 41 SOLS 1
Windows X Windows Xp S99 X
1 ! SOL 22
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Education Process Accountability

Establish release criteria Incident
and sign-off as part of Response
FSR (MSRC)

Administer and track Guide product teams to
security training meet SDL requirements

Training Requirements Design Implementation Verification Release

e Core training e Define quality e Attack surface e Specify tools e Dynamic/Fuzz e Response plan
gates/bug bar analysis e Enforce banned testing e Final security
e Analyze security J e Threat modeling functions o \Verify threat review

and privacy risk e Static analysis models/attack e Release archive
surface

Ongoing Process Improvements
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The MSRC and
its partners are
always on the

alert for threats.

= R
Ty SR | BIiEZLeE

Alert and Mobilize

Resources

When a threat is
identified,
engineers and
communications
professionals are
paged and
mobilized.

The engineering
team
investigates the
issue and works
with the
communications
team to develop
guidance for
customers nd

The
communication
team provides
guidance to
customers, while
the engineering
team develops
the solution.

The MSRC
provides tools
and solutions,
and the Watch
phase resumes.
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Windows Server 2012 R2
10/2013
Windows Server 2008 R2

1072009 Windows Server 2012
9/2012

* >
“ -w \/

10/2012

Windows 8

7/2009 10/2013
Windows 7 Windows 8.1
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